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KOMIIBIOTEPHBIE BUPYCbI

KOMIBIOTEpHBIA BHPYC - 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IIPOIpaMM, OTJIMYHTEIHHOH
0COOEHHOCTLIO KOTOPOW SIBJISIETCSl CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B JOIOJHEHHE K 3TOMY, BHPYCHI
MOTYT IOBPEJHWTh WM IIOJHOCTBIO YHHYTOXKHUTH Bce (Galinbl W JaHHBIE, ITOJKOHTPOJIBHBIE
MOJIL30BATEIIO, OT KMEHH KOTOPOTO ObLIa 3amylleHa 3apakeHHas IPOrpaMMa, a TaKkiKe ITOBPEJUTh WIIH
Jla’ke YHHUTOXKHTL OIEPAIl[HOHHYIO CHCTeMy cO BceMH (ailiaMu B 1eoM. B OOJIBIIMHCTBE Cllydaes
PACIIPOCTPAHSIIOTCS] BUPYCHI Y€PE3 MHTEPHET.

MeTobI 3aIMUATEI OT BPEAOHOCHBIX IPOTPaMM:

1. Micionb3yit COBpeMEHHBIE OTEPAIlMOHHBIE CHCTEMBI, UMEIOIUE CEPhE3HBIH YPOBEHL 3aINUTEHI
OT BPEJIOHOCHBIX ITPOTPAMM;

2. llocrosnno ycramaBnuBai madyrh (UQPOBBIE 3aIIaTKH, KOTOPbIE aBTOMATHYECKH
YCTAHABIWBAIOTCS C IEJBI0 JOpabOTKM IMPOTpamMMbl) W Jpyrue OOHOBJICHHS CBOEH OIepallHOHHOH
cucreMbl. CKaymBail UX TOJIBKO ¢ OpHUIMATBHOrO caiita pazpadorunka OC. Eciay cyliecTByeT pekum
ABTOMATHYECKOTO OOHOBJIEHUS, BKIIOYH ET0;

3. PaGorall Ha CBOEM KOMIIBIOTEPE 110 MpaBaMHU TMOJIB30BATENs, & HE a[MUHUCTpaTopa. JTO He
MO3BOJHUT OOJBIIMHCTBY BPEHOHOCHBIX IPOrpaMM HHCTAJUIMPOBATHECA HA TBOEM IEPCOHAIBLHOM
KOMITBIOTEPE;

4. Wcnonp3yil aHTHBHPYCHBIE TPOrpaMMHBIE MPOMAYKTHl H3BECTHBIX IPOMU3BOJMTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanndp HU3HUECKUN TOCTYI K KOMIBIOTEPY AJISI IOCTOPOHHUX JIHIL;

6. Mcnonp3yii BHENIHHE HOCHTENH WH(OpPMAIlMH, TakWe Kak (Qielnka, AUCK Wik (ain u3
HHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBalf KOMITBIOTEPHEIE (aifiIbl, TOJyUYEHHBIE U3 HEHAJEKHBIX MCTOYHUKOB. Jlaxe Te
(aiibl, KOTOpBIE TPHUCIIAT TBOM 3HAKOMBIH. JIydIlle yTouHn y HEro, OTIIPaBI 11 OH TeOe uX.

CETH WI-FI

Wi-Fi - 910 He BUJI TIepe/iaui JaHHBIX, He TEXHOJOTHS, a BCEro JIMIIb OpeH, Mapka. Eme B 1991
rojly HUAEpJIaHIcKas KoMianus 3aperucrpuposaia Opens "WECA", 9ro 0603Ha9ano clioBocoYeTaHne
"Wireless Fidelity", koTopblii mepeBouTCs Kak "0ecrpoBogHas TOUHOCTS .

Jlo Haiero BpeMeHH JIoNnIa Apyras adOpeBrarypa, KOTopas SBISETCS TAKOH K€ TEXHOJIOTHEH.
Dto ab6pesuarypa "Wi-Fi". Takoe Ha3BaHMEe OBUIO JaHO ¢ HAMEKOM Ha CTAHIAPT BBICIICH 3BYKOBOU
texnuky Hi-Fi, aro B mepeBojie 03HayaeT "BbICOKask TOYHOCTB' .

Jla, OecIUIaTHBIN WHTEPHET-AOCTYI B Kade, OTeNsIX M adpoloprax SBISETCS OTIMYHOH
BO3MOKHOCTBIO BBIXOJa B HHTepHET. HO MHOTHE 9KCIEepThI CUUTAOT, 4To obmenoctynable Wi-Fi cern
HE SBJISTFOTCS O€30TIaCHBIMH.

CoBeTbI 110 6€30MacHOCTH paboThl B OOIIETOCTYITHBIX ceTsx Wi-fi:

1. He nepenapait cBoro nuuHyio wH(OpMaIMio depes obmienoctynnsie Wi-Fi cetn. Paboras B
HUX, YKEJIaTeIbHO He BBOJUTE MAPOJIU JIOCTYIIA, JIOTHHBI U KaKHeE - TO HOMEpa,

2. Hcmome3y#t ® OOHOBNSH aHTUBHUPYCHBIE MporpamMmbl W Opasjgmayep. Tem cambIM Tbl
obe3omacuIib ceds 0T 3aKauKK BUPYCa Ha TBOE YCTPOHCTBO;

3. Ilpu ucronp3oBannu Wi-Fi otkmoun ¢ysxmuro "OOmui poctyn K ¢aiyiam B npuHTEpam”.
Jlanraas (QyHKIHS 3aKpbITa 110 YMOJYAaHHUIO, OAHAKO HEKOTOPBIE IOJL30BATEIN AKTHBUDPYIOT €€ IS
y100CTBa HCII0IB30BaHus B paboTe HiIH y4eOe;

4. He ncrionp3yit nyOnuuneii WI-FI a1 nepefaun JIMUHBIX JaHHBIX, HAPUMED IS BBIXOJA B
CONMAITBHBIE CETH WX B AJIEKTPOHHYIO TIOUTY,

5. Vcmonp3yit Tonbko 3amuiniensoe coepuaenue uepes HTTPS, a me HTTP, t.e. npu nabope
BeO-anpeca BBO M uMeHHO "https:/";



6. B mobuisHOM Tenedone orkmoun Qynknmio "Tloakmouenne k. Wi-Fi aBromarmueckn'. He
JIOIyCKall aBTOMaTHYeCKOT0 MOAKIIIOYEHHs yeTpoiicTsa K cetsim Wi-Fi 6e3 TBoero corsacus.

COIINAJIBHBIE CETH

ConmanbHble C€TH aKTHBHO BXOJAT B HAIly KM3HB, MHOTHE JIIOAU PA0OTAIOT W XKUBYT Tam
OCTOSIHHO, a B Facebook yxe 3aperncTpupoBaH MWILIMAP/ YeOBEK, YTO SBISETCS OMHOM CeabMOil
BCCX JKHTENIEH IUIaHeTEl. MHOrHE OIb30BaTeN He MOHUMAIOT, 4TO HH(OpPMAIIHs, pasMeIeHHas HMH B
COLIMAJILHBIX CETAX, MOXKET OBITH Hall/IeHa ¥ UCIIONB30BaHa KeM yroJIHO, B TOM YHCIIE He 00S3aTelIbHO ¢
6J1aruMu HaMepeHUSIMH.

OCHOBHBIE COBETHI 110 0€30TACHOCTH B COIHANIBHBIX CETAX:

1. Orpanudp crmcok apyseit. YV 1e0d B Ipy3bsiX HE ODKHO OBITH CIIyYaWHBIX M HE3HAKOMBIX
JIIOJIEH

2. 3ammmaii ¢BOIO yacTHyIo *n3Hb. He ykaswiBail mapoim, tenedoHsl, agpeca, 1aTy TBOETO
POXJICHUS H JAPYIYHO JIMYHYI0O HWHQOPMALHIO. 3JOYMBIIUICHHHKH MOTYT HCIOIL30BaTh JakKe
HMH(OPMAIHIO O TOM, KaK Tl X TBOU POAUTENH [UIAHUPYETE MTPOBECTH KAHUKYIIbL;

3. 3amumai CBOIO PENyTalMIO - JIEPXKU €€ B YHCTOTE W 3amaBail ceGe BOIPOC: XOTeN OBl ThI,
4ToObI JPYTHE II0Jb30BATENIM BHJENH, YTO Thl 3arpykaeiis? I[logymail, mpexiae dYeM dYTo-TO
OITy0JINKOBATh, HAITUCATH U 3arPy3UTh;

4. Eciu ThI TOBOPHUIIL C JIIOJBMH, KOTOPBIX HE 3HACIIb, HE MCIOJB3YyH CBOE pealbHOe MMs M
APYTYIO JINYHYIO HHPOPMALUHU: UMSI, MECTO KHUTEILCTBA, MECTO yueObl U MIpoUee;

5. Usberait pasmemenus ¢ororpaduii B MHTEpHETE, I'/ile ThI H300pa’keH HAa MECTHOCTH, IO
KOTOPOH MOYKHO OIIPE/IENIUTh TBOE MECTOIIOJIOKEHHE;

6. Ilpum permcrpanmuu B COUMANLHOM CETH HEOOXOIMMO HCIIOIB30BATh CIIOKHBIE IAPOJIH,
cocrodire U3 OYyKB U IUQP U C KOJMIESCTBOM 3HAKOB HE MeHee §;

7. Jlist conmambHOM CETH, MOYTHI B APYIHX CaifTOB HEOOXOJMMO HCHOIB30BATH PA3HbIE MAPOIIH.
Torma ecnm Teb4 B3IOMAIOT, TO 3JI0YMBINIIEHHUKH HOTydaT JOCTYI TOJBKO K OAHOMY MECTY, a HE BO
BCE cpazy.

IJIEKTPOHHBIE JEHBI'H

OJIEKTPOHHBIE JEHBIU - 3TO OYeHb YAOOHBIM CIIOCOO IIaTeXel, OJHAKO CYIIECTBYIOT
MOUICHHHKH, KOTOPBIE XOTAT HOJYIUTH 3TH JCHBIH.

DNEKTPOHHBIE JIEHBIH IOSBHINCH COBCCM HEJABHO M HMEHHO H3-32 5TOTO BO MHOTHX
rocy/1lapcTBax J10 CUX I10p HE MPOMHCAHO PO HHUX B 3aKOHAX.

B Poccun ke onn QyHKIMOHUPYIOT M O HHX yX€ IPOIHCAHO B 3aKOHE, I/l UX Pa3lelsioT Ha
HECKOJIbKO BHJIOB - AaHOHUMHBIE U HE aHOHUMHBIE. Pa3HUIIA B TOM, YTO aHOHHMHBIE - 3TO T€, B KOTOPKIX
paspemaercs IPOBOAUTH olepanuu 0e3 WICHTH(QHKAIMKA [0JIb30BaTeIs, a4 B HEAHOHMMHBIX
UACHTUDUKAIUS TT0JIB30BATENS IBIISICTCSA 00513aTeIbHOM.

Taxxe crnenyeT pasnuyaTh 5JEKTPOHHBIE (HATHBIE NEHBI'H (PABHBI FOCYIAPCTBEHHBIM BAIFOTAM)
¥ DJIEKTPOHHBIE HeUaTHbIE IEHBIH (HE PABHBI IT'OCYIaPCTBEHHBIM BAFOTAM).

OcHOBHBIE COBETBI 110 0€30MacHON padoTe ¢ 3MEKTPOHHBIME JICHLIAMH:

1. Tlpussbku Kk cuety MOOMIBHBIM TesedoH. DTO cambrit ymoOHBI W OBICTPBIA CHOCOO
BOCCTAHOBHUTH JOCTYN K cueTy. [IpuBsizaHHBIM TenedoH MOMOXKET, ecii 3abyellh CBOM IIaTeKHBIH
1apoJib WIIK 3ai/IE€IIb Ha CAlT C HE3HAKOMOI'0 YCTPOHCTBA;

2. Vcnonp3yi omHopasosble maposr. Iloce mepexosa Ha yCHICHHYIO aBTOpH3aLMIo Tebe yiKe
He Oy/IeT yrpoXkaTh ONaCHOCTh KPaKH MM HepexBara [IATeKHOTO apoJis;

3. BriGepu cnoxnbii mapoins. Ilpectynaukam OyaeT He MpOCTO yrajaTh CIOXKHBIA TApOJIb.
Hazexnble maponw - 5To napoiid, KOTOpble COAEpKAT He MEHee 8 3HAKOB ¥ BKIJIIOYAIOT B ce0s CTPOUHbIE



M IPONUCHBbIC OYKBBI, LU(PHl M HECKOJILKO CHMBOJIOB, TakHe Kak 3HAK Jlojapa, (yHTa,
BOCKJIMLIATENIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;
4. He BBO/IM CBOM JINUHBIC JaHHBIC HA caliTaX, KOTOPHIM HE JIOBEPSIEIb,

IJIEKTPOHHAS ITOYTA

DIEKTPOHHAS II0YTa - 3TO TEXHOJOTHS W IIPEJOCTAaBISIEMBIE €I0 YCIYIH [0 HEepechUIKe U
[OJIyYCHHIO DJIEKTPOHHBIX COOOINEHHH, KOTOPBIE PACIPENEISIIOTCS B KOMITBIOTEpHOH ceTr. OOBIMHO
QJICKTPOHHBIA TIOYTOBBIA AIMMK BBINIAAMT CIEAYIONMM 00pa3oM: MMs ITOJb30BATENII(@WUMS JIOMEHA.
Taxoke Kpome Tepeiauu MPOCTOro TEKCTa, IMEETCSI BO3MOKHOCTD TiepeIaBaTh (haiibl.

OcHoBHBIE COBETHI 110 Oe301acHoi padoTe ¢ HMEKTPOHHOM MOYTOH:

1. Hano BBIOpaTh NIpaBHIIBHBIA IIOYTOBBIH cepBHC. B HHTEepHeTe eCTh OrpOMHBIH BBIGOD
OecIUIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO IIydIle JOBEPSTh TEM, KOrO 3HACHIb W KTO MEPBBIA B
pEUTHHTE;

2. He yxaspBaii B IMYHOH mo4YTe JMuYHYI0 uHHpOpMaiwio. Hampumep, Jydine BeIOpaTh
"My3bIKaIbHBIA QanaT@" umu "pox2013" BMecTo "temal3";

3. Mcmone3y# JBYX3TallHYIO aBTOPH3AIHMIO. DTO KOTJa NOMHMO Mapojisi HY)KHO BBOIUTH KOJI,
NpuchUIaeMbid mo SMS;

4. BpiOepH CIIOKHBIA 1apoib. [ KakI0ro MOYTOBOTO SIAKA HOJDKEH OBITH CBOM HA/IEXKHBIH,
YCTOWYHUBBIN K B3JIOMY apoJib;

5. Ecmm ecThb BO3MOMKHOCTH HaIMcaTb CaMOMY CBOM JIMYHBIA BONPOC, HCIOAB3YH 5Ty
BO3MOKHOCTB;

6. Mcnoms3yil HECKOIBKO [IOYTOBBIX SIUKOB. I1epBBIi AJIs 4acTHOW MEepercku ¢ aapecaTaMu,
KOTOPBIM ThI JIOBEps€lIb. DTO SIEKTPOHHBIM ajgpec He HaJ0 HCIOJIB30BATH MPH PETHCTPALMM Ha
dopymax u caiitax;

7. He oTkpeiBaii (aiiyiel ¥ Apyrue BIOKEHHs B IHCbMAaX, JaKe €CIH OHM IPHUILIM OT TBOMX
Apy3ed. Jlydie yTouHs y HUAX, OTIPABIISUIN JIU OHU Tebe 3Th haiibl;

8. Ioce oxonvanus pabOTEI HA ITOYTOBOM CEpBHUCE IMEPE] 3aKPHITHEM BKIAIKHA C CaliTOM He
3a0yap HaXxaTh Ha "BeriiTe".

KHUBEPBYJVIMHI" WX BUPTYAJIBHOE U3JEBATEJILCTBO

KubepOymmmar - mpeciieloBaHie COOOINCHUSMHE, COJCPKAIIMME OCKOPOJICHHS, arpeccurio,
3allyrMBaHUE, XYJIUTaHCTBO; COMUAIBHOE OOMKOTUPOBAHKE C IOMOIIBIO PA3TMYHBIX HHTEPHETCEPBHUCOB.

OcHOBHBIE COBETHI 10 O0pBOE ¢ KHOSPOYILTHHTOM:

1. He Opocatics B Ooit. Jlyumuii crmoco6: mocoBeTOBATHCS Kak ceOsl BECTH M, €ClIU HET TOro, K
KOMY MOYKHO OOpPaTHUThCS, TO BHAUaJle YCIIOKOUTLCS. ECIH ThI Ha9YHENTh OTBEYaTh OCKOPOICHHSIMH Ha
OCKOPOJIEHHS, TO TOJIBKO ellle OOJIbIIe Pa30KKeITb KOHPIIUKT;

2. Yupasisi cBoel kubOeppernyTanuei;

3. AHOHMMHOCTB B ceTH MHUMas. CYIECTBYIOT CITOCOOBI BLISICHHUTE, KTO CTOMT 33 aHOHMMHBIM
AKKayHTOM;

4. He cTOMT BeCTH XyIMIaHCKHMH 00pa3 BUPTYalbHOH KH3HH. MHTEpHET (HUKCHpYET BCE TBOH
JICHCTBUSA U COXPAHACT UX. Y IAJIUTh UX OyJeT KpaliHe 3aTpyIHHUTEIILHO;

5. Cobimronaii CBOXO BUPTYAJIBHYIO YECTh CMOJIOY;

6. Wrnopupyh enunudHbid HeraTus. OJHOpPA3OBBIE OCKOPOUTEIBbHBIE COOOIICHHS JIydIe
UIHOpHPOBaTh. OOBIMHO arpeccust MpeKpaInaeTcs: Ha HayalbHOW CTa 1,

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIME COOOIIEHHUSIMHU, B COLUAIBHBIX CETSIX
€CTh BO3MOKHOCTB OJTOKHPOBKH OTIPaBKU COOOIIEHHUH ¢ OTIPEICIICHHBIX apecoB;



8. Ecim TBI cBujeTenb KuOepOyminHra. TBOM NEHCTBUS: BBICTYIHUTH ITPOTHB IIPECIIeq0BATENs,
[I0Ka3arb €My, 4YTO €ro JAEUCTBHUS OLECHUBAIOTCS HEraTUBHO, IOJJEP’KaTh JKEPTBY, KOTOPOM HYKHA
TICUXOJIOTHYECKas TOMOIIIb, COOOIIUTE B3POCIIBIM O (PaKTe arpeCCUBHOTO ITOBEJICHHUS B CETH.

MOBHWJIbHBIN TEJIE®OH

CoBpemeHHbIe cMapThOHB! U TIJIAHIIETHI COAEPKAT B cebe BIIOJHE B3POCIBINA (YHKIMOHAI, U
TEIEph OHK MOTYT KOHKYPHPOBAThH CO CTAlMOHAPHBIMU KOMIIbIOTEpamMu. OTHAKO, CPEJICTB 3alUThI TS
OJIOOHBIX YCTPOWCTB ITOKa OYEHb MaJlo. TecTHpoBaHUE W MOUCK YS3BUMOCTEH B HHUX IIPOUCXOJHUT HE
TaKk MHTEHCUBHO, Kak mis 11K, To jxe camoe kacaeTcss © MOOWITBHBIX TTPHIIOKEHHUH.

CoBpemeHHBIE MOOUIIBHBIE Opay3eph! YK€ MPAaKTHUECKH JOTHATN HACTOJIbHBIC aHAIOTH, OJHAKO
paciupenue (pyHKIHOHATA BIedeT 3a OO0 OONBITYIO CIOKHOCTh B MEHBIIYIO 3aIUINEHHOCTE.

Jlanexo He BCe IPOM3BOAMUTENM BBITYCKAIOT OOHOBICHHSI, 3aKpPbIBAIOIINAC KPUTHYECKUE
YSI3BUMOCTH JUIS CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI JUIsI 6€30IIaCHOCTH MOOUIBFHOTO TeiedoHa:

Hudero He sBisercs I0-HAcTOALIEMY OeCIIaTHBIM. bynb OCTOpOXeH, Beab korma Tebe
IpeaiararoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE - TO TJIATHBIE YCIIYTH;

Jymaii, npexzae geM otmnpaBuTb SMS, ¢oro mwm Buzneo. Tsl TOUHO 3HACIHIB, TJE OHH OyIyT B
KOHEYHOM UTOre?

Heobxonumo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Vcnose3yil aHTHBHUPYCHBIE TPOrPaMMBI /171 MOOFITBHBIX TeIe(OHOR;

He 3arpyxail npHIOKEHHsS OT HEHM3BECTHOTO HCTOYHMKA, BeIb OHH MOTYT COJEpKaTh
BPEJOHOCHOE ITPOrpaMMHOE 00ECIIEUEHNUE;

ITocite Toro Kak ThI BBIAJEIIL ¢ caiiTa, Te BBOJAWI JINUHYIO HH(YOPMALIUIO, 3aljIi B HACTPOUKH
Opay3epa u ygamu cookies;

Ilepnonuveckn npoepsai, Kakue MIaTHBIE YCIYyTH aKTHBHPOBAHBI Ha TBOeM Homepe; [lasaii
CBOM HOMEp MOOHMIIBHOTO Tene(OoHa TOIBKO JIFOJSM, KOTOPBIX ThI 3HACIIH U KOMY JIOBEPSICIITh,

Bluetooth gomkeH ObITH BBIKIFOYEH, KOT/Ia Thl UM HE MOJb3yelibes. He 3a0bBail MHOTIA
MIPOBEPSATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPACOUYHBIE, 3aXBATHIBAIOIINEC PA3BICUCHHS, 00LEINHAIONIAE
COTHHM TBICSY YeJIOBEK 110 BeceMy MUpY. Mrpokun ucceienytor qaHHBIH UM MED, OOIIAOTCS APYT C APYTOM,
BBITIOJIHAIOT 33JaHMsl, CPa)xaroTcss ¢ MOHCTpPAMU M MOJIYYarOT OIBIT. 38 YIOBOJIBCTBHE OHH ILJIATST:
MOKYNAKOT JIUCK, OIIAYMBAIOT a0OHEMEHT MJIH MPHOOPETAIOT KAKHEe-TO OTIIIHH.

Bee oTH cpencTBa MAYT Ha MOJLACPXKAHUE W Pa3BUTHE UTPHI, a TAK)KE HA caMy 0e30I1acHOCTH:
COBEpIICHCTBYIOTCS CHCTEMBI ABTOPH3AIMM, BBITYCKAIOTCS HOBBIE MaT4d (HUGPOBBIC 3alliaTKH IS
IIPOrPAMM ), 3aKPBIBAIOTCS YS3BHMOCTH CEPBEPOB.

B monoOHBIX HIpaX CTOMT oIacaTbcs HE CTOJIBKO CBOMX COICPHHKOB, CKOJBKO KPayKH TBOETO
apoJist, Ha KOTOPOM OCHOBAHA CHCTeMa aBTOPU3AIINU OOJIBITIHCTBA UI.

OCHOBHBIE COBETHI 110 0€30TTaCHOCTH TBOETO HI'POBOT'0 aKKayHTa:

1. Ecim npyro# urpok Bezer cebs IUIOXO MM cO3/4acT Tebe HeIPHITHOCTH, 3a0JOKUPYH €ro B
CITUCKE UTPOKOB;

2. IloxamyHcs aJIMHHHCTpaTOpaM HIPbl Ha INIOXOE IOBEICHHUE 3TOTO HIPOKA, JKEIATEILHO
IIPUIIOKHUTH KaKHEe-TO J0Ka3aTeIbCTBA B BUAEC CKPHHOB;

3. He yxasbIBaii muunyto uHGOpMAIUIO B Iipodaiiie Hrpsl;

4. VBaxail Ipyrux y4acTHUKOB IO UTpE;

5. He ycranaBnuBaii HeopHUIHATBHBIE TATYHA H MOJIBL;

6. Mcronb3y# clioxHbIe U pasHble Mapoin;



7. laxke BO BpeMsl HTPBI HE CTOMT OTKIIIOYATh aHTHBUPYC. [loka ThI HTpaelb, TBOM KOMIIBIOTEP
MOTYT 3apa3uTh.

OHUIINIWHI NN KPAXKA JIMYUHBIX JTAHHBIX

OObIuHON KpaXkeH JEHEr W JOKYMEHTOB CErOJHS YK€ HHKOTO HE YIWBHIIb, HO C Pa3BUTHEM
HHTCPHET-TEXHOJIOTHH 3JI0YMBIIUIEHHUKA IIEPEMECTHIIUCH B UHTEPHET, W MPOJO0JIKAIOT 3aHMMAaThCs
"TIOOUMBIM" TEIIOM.

Tax mostBuIack HoBasg yrposa: HHTEPHET-MOIICHHUYCCTBA MM (DUIITHHT, TIABHAS LE]h KOTOPOIo
COCTOMT B TIOJYYCHHWM KOH(QHICHIMAILHBIX [JaHHBIX IIOJb30BaTeleil - JOTHHOB W mapojeil. Ha
aHrmicKkoM s3bike phishing untaercs kak Guimuar (ot fishing - peibHast 0B, password - apoIsk).

OCHOBHBIE COBETHI 110 OOpBOE ¢ PUIMUHTOM:

1. Cnienn 3a ¢cBOMM akKayHTOM. EcITU ThI 10I03peBaciiib, YTO TBOS aHKETa ObLIa B3JOMaHa, TO
HEOOX0IMMO 3a0JI0KHPOBATh €€ U COOOMINTL aMUHHICTPATOPaM pecypca 00 9TOM KaK MOKHO CKOpee;

2. Wcnone3yit OesomacHble BeO-CalThl, B TOM 4YHCJE, WHTEPHET-MArasMHOB M OUCKOBBIX
CUCTEM;

3. Hcmone3y# cliokHBIE W pa3HbIe Tapoju. Takum oOpasoM, ecim TeOsS B3JIOMAIOT, TO
3JIOYMBIIIICHHUKH I10JIy4aT JOCTYII TOJIBKO K OJTHOMY TBOEMY MTPOMHIIIO B CETH, a HE KO BCEM;

4. Ecnn 1ebst B3oManmu, TO HEOOXOMMMO IIPEAYHPEIUTH BCEX CBOMX 3HAKOMBIX, KOTODBIE
nobaieHel y T€OS B APY3bAX, O TOM, YTO TeOS B3JIOMAIH H, BO3MOXKHO, OT TBOEr0 HUMEHH OyjeT
pacchpUIaTBCS CIlaM U CChIJIKW Ha (PUITUHTOBBIE CalTHI;

5. Ycranosu Hanexubii mapons (PIN) Ha MoOWIBHBIH TenedoH;

6. OTKIIIOuM coOXpaHEeHHe Maposst B Opaysepe;

7. He oTkpbiBai (aiiibl ¥ Jpyrue BIOKEHHS B MHCHMaX, JAaXe €CIH OHU NMPHUIUIH OT TBOUX
Jpy3el. Jlydlre yrouHu y HUX, OTHPABISUIN JIK OHK Tebe 3TH (aiibl.

HUPPOBAS PEITYTAILIUST

[{udposast pemyTtanmst - 3TO HeraTHBHAs WM MO3UTHBHAS MHMOPMANMsS B ceTH o Tebe.
Komrpomerupyromas wHopManus, pasMelleHHas B HHTEPHETE, MOXKET CEpPhe3HBIM 006pasoM
OTpasHThCs Ha TBOeW peanbHOW sku3nu. "Llmdposas pemyrtarmus" - 3T0 TBOW HMHJK, KOTOPBIH
(dopmupyeTes U3 uHbOPMAIHH O TeOe B HHTEPHETE.

TBoe mecTo xuTenbeTBa, y4eObl, TBOe (HHAHCOBOE MOJOXKEHHE, OCOOEHHOCTH XapakTepa M
paccKasbl O OJIM3KHUX - BCE 9TO HAKAITIJIMBACTCS B CETH.

MHorue MoIpOCTKU JIETKOMBICTIEHHO OTHOCATCS K ITyOJHKAIWM JIMYHOH HHOOpMALH B
WuTepnere, He moHMMas BO3MOXHBIX IOCHEICTBHE. THI llake He CMOXKEMb JOTamaThbCs O TOM, UTO
dotorpadus, pasmemennas 5 et Ha3aj, crajia IPAYUHON OTKa3a IPHHATE Te6s Ha paboTy.

Kommenrtapuu, pasmemenne TBoux poTtorpaduii H Ipyrue ACHCTBHS MOTYT HE MCUE3HYTh JaKe
IIOCJIe TOTO, KaK ThI WX yAaldWllb. Thbl HE 3HACHIb, KTO COXPAHWI 3Ty WHGOPMAIIUIO, [I0MIANa JIM OHA B
[IOUCKOBBIC CUCTEMbI U COXPAHMJIACH JIM OHA, a ITIABHOE: UTO MOAYMAIOT O TeOe OKPYIKAIONIHE JIIOJIH,
KOTOpbIC HAaWIyT W yBUAAT 5T0. HalTh MHGOpMANUIo MHOTO JIET CIYCTS CMOKET JIF0OOH - Kak u3
A0OPBIX OOYKIECHHH, TAK M ¢ HAMEPEHHEM PHUMHHTE BPEI. DTO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETBI 110 3aIUTe TH(OPOBOM PEMTyTALIUH:

1. Tlomymai, mpesxie 4eM 9To-To MyONHKOBATH U IepeaaBaTh y ceOs B OJI0Te WM B COIHATBHOM
CeTH;

2. B Hacrpodkax mNpoQuis YCTAHOBH OrpaHMYEHHs. HA [IPOCMOTP TBOErO TPO(GHIS H ero
COZIEPIKUMOT0, CI€TIal €ro TOJIBKO "ist Apy3en”;

3. He pasmernaii u He ykaspiail MHQOPMAIHMIO, KOTOPAs MOKET KOrO-THOO OCKOPOISATH HIIH
00OMXKaTh.

ABTOPCKOE ITPABO



CoBpeMeHHbBIE IIKONBHUKA - AKTHBHBIE 110J1b30BaTENM LHU(GPOBOTO MpocTpancTsa. OHaKo
JlaJIeKO HE BCE 3HAIOT, YTO II0Jh30BAHHE MHOIMMH BO3MOXXHOCTSIMH HH(PPOBOTO MHpa Tpedyer
COOJIIO/IEHUS TIPaB Ha UHTEIUIEKTYAIbHYIO COOCTBEHHOCTb.

Tepmun  "HHTEIIEKTyalbHass COOCTBEHHOCTH' OTHOCHUTCS K  Pa3MMYHBIM  TBOPCHHIM
YeJI0OBEYECKOI0 yMa, HauWHAs ¢ HOBBIX HM300peTEHHM M 3HAKOB, 0003HAYAIONIMX COOCTBEHHOCTH Ha
OPOAYKTHl M YCIYI'H, W 3aKaHYWBas KHUTaMH, (QoTorpaQusiMi, KHHOPHIBMAMH M MY3BIKATBHLIMH
IIPOU3BECHUSIMHU.

ABTOpPCKHE IIpaBa - 9TO IIPaBa Ha MHTE/UIEKTYaJIbHYIO0 COOCTBEHHOCTh Ha MIPOU3BEACHUS HAYKH,
JATEPATYphl M HCKYyCCTBA. ABTOPCKHE IIpaBa BBICTYHNAIOT B KayecTBE TapaHTUH TOTO, HYTO
MHTEJUIEKTYaIbHBIA/TBOPYECKHH Tpyd aBTOopa HE OyAeT HaIpacHBIM, JacT €My CIpaBe/UINBhIE
BO3MOKHOCTH 3apaboTaTh Ha pe3y/bTaraX CBOEr0 TPyJa, MOIYYHTh H3BECTHOCTEh U MpU3HaHUe. HUKTO
0e3 paspelleHHs aBTOpa HE MOMKET BOCIPOU3BOJIUTEH €0 MPOHM3BEACHHUE, PACIPOCTPAHSTH, IMyOIHYHO
JIEMOHCTPHPOBATh, IPOJAaBaTh, WMIIOPTAPOBATh, IIyCKaTb B IIpOKaT, MNyOJUYHO HCIIOJHSTE,
[OKa3bIBaTh/UCHOIHATH B 3(pupe mwin pazmemars B UHTepHeTE.

Hcnonp3oBanue "MHPaTckoro" MIpOrpaMMHOIO OOECIICUCHHsI MOXKET MPHUBECTH K MHOTIHM
pHUCKaM: OT IOTEPH JaHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKH TBOEr0 YCTPOWCTBA, Ie YCTAHOBJICHA
HejeragpHas mporpamma. He cromT Taroke 3a0biBaTh, YTO CYIIECTBYIOT JieTallbHbIE W OeCIUTaTHLIE
IIPOrpaMMBbl, KOTOPBIE MOXKHO HalTH B CETH.

O HOPTAJIE
CereBU40K.p( - TBOH ITTABHBIM COBETYHK B CETH. 37IECh ThI MOXEIIb Y3HATH O OE30MACHOCTH B
CETH TIOHATHBIM U JIOCTYITHBIM A3BIKOM, & IIPH BO3HUKHOBEHHM KPHTHYECKOH CHUTyallnd OOpaTUTHCS 3a
COBETOM. A TaKXe IPUHATH y9aCTHE B KOHKYPCAX U CTaTh CaMbIM HU(PPOBBIM I'PaXKTaHHHOM !

UHCTPYKIUS JJISI OBYYAIOIIUXCSA Ob HH®OPMAIIMOHHOM
BE3OIMACHOCTH

HEJIb351

1. Beem mopsan coobmars ¢BOO 4acTHYO HHGOPMALHUIO (HacTosIHe UMs, hamuiio, TejedoH,
azipec, HOMep LIKOJIBL, a Takxke (poTorpadun CBOH, CBOCH CEMbH U JAPY3eii);

2. OTKpBIBaTh BIOXKEHHBIE (PaliiIbl SJIEKTPOHHOM MTOYTHI, KOT/a HE 3HACIIH OTIIPABUTENIS;

3. I'pyOuts, npuaupatses, OKa3bplBaTh AABICHHE - BECTH ce0sl HEBEIKIIMBO M aIPECCHBHO;

4. He pacropsikaiicss JeHbraMu TBOEH ceMbH 0e3 pa3pelleHHs] CTapUIix - BCET/a ClpaliuBan
pOIUTENEH;

5. He Bcrpeuaiics ¢ VHTepHET-3HAKOMBIMH B PEAIbHON KHM3HH - [TOCOBETYHCS CO B3POCIILIM,
KOTOPOMY TTOBEPSICIITh.

OCTOPOYKHO

1. He Bce mumyt npaay. Yurtaems o cebe HempaBay B MHTepHETE - co00IH 00 3TOM CBOMM
POIUTEISIM HITH OTIEKYHAM;

2. IlpurnamaroT nepenuchBaThesl, UrpaTh, OOMEHUBATHCS - IPOBEPH, HET JIM MTOABOXA;

3. HezaxonHoe xonmposanue ¢aitnos B MIHTepHETE - BOPOBCTBO;

4. Beerna pacckaseiBait B3pocibIM O TpoOiieMax B CETH - OHH BCET/Ia TOMOT'YT;

5. Mcnonp3y HacTpolKu 0€30I1aCHOCTH U IPUBATHOCTH, YTOOBI HE MOTEPSITH CBOM aKKAYHTHI B
COILICETAX U APYTUX Mopraiax.

MOXKHO
1. YBaxai 1pyrux noiap3oBaTeliei;



2. Tons3yemnbes MTHTEPHET-HCTOYHUKOM - JeTail CCBUIKY Ha HETo;
3. OTkpBIBalf TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;
4. O6maThcs 3a MOMOIIBIO B3POCIBIM - POAUTENH, OIEKYHBl W aJIMAHUCTpAIlHsI CAUTOB BCErjla

IIOMOTYT;,
5. poiinu o0ydenue nHa caiire "CeTeBUUOK" U MOTYyUYH HACIIOPT MH(GPOBOTO TPpaKIaHuHA!



